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IoT(Internet of Things)

Everything that can be connected will be connected

Adapt IPv6 Modeling the 

routing

Modeling the 

web transfer

Adapt the Internet to different types of networks such as constrained networks/nodes, 

e.g.  send temperature in an IEEE 802.15.4 packet 

Security Management

STANDARDS
IEEE CSCN 2021



What is the                 ?

The Internet Engineering Task Force (IETF) is an OPEN international 
community => make the Internet work better by producing technical 
documents that influence the way people use the Internet.

https://www.ietf.org/about/who/
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https://www.ietf.org/about/mission/

Open process

Technical competence

Volunteer Core

Protocol ownership

Rough consensus and running code

https://tools.ietf.org/html/rfc3935

IETF Principles 



IETF Areas: 

Applications and Real-
Time Area (art)

General Area (gen)

Internet Area (int)

Operations and 
Management Area 

(ops)

Routing Area (rtg)

Security Area (sec)

Transport Area (tsv)

Routing Area (rtg): Area Director

https://datatracker.ietf.org/wg/rtgwg/about/

https://datatracker.ietf.org/wg/

Working
Groups
(WG)

https://www.ietf.org/topics/areas/
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https://datatracker.ietf.org/wg/rtgwg/documents/

Document dependency graph (SVG)
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https://datatracker.ietf.org/wg/rtgwg/deps/svg/


IETF Uses Cases:
All scenarios that use INTERNET
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IoT

Home/Building

Industry 4.0

Smart Transportation
Vehicles

Healthcare

Energy

Smart Cities

Wearables

Edge 
Robotics

Smart Agriculture

Farming

Research Work: 
Tampere 

University
FAST-Lab

https://charm-ecsel.eu/project/

https://charm-ecsel.eu/project/
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IoTOps

Internet of Things (IoT) in the IETF 

Internet Area

Routing Area

Security Area

Application Area

IoT Directorate

Operations and Management AreaRATS

ipwave

DTN

Transport Area

DetNet Anima
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IoT Directorate

https://datatracker.ietf.org/rg/rgname/about/

https://datatracker.ietf.org/wg/wgname/about/

IETF Working Group Areas

https://datatracker.ietf.org/group/iotdir/about/

IRTF
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• The IETF is Open to any interested individual ☺

• The IETF is based on voluntary basis:

✓ It is a service to the Community 

• Make the Internet work better: 

✓ A small grain of sand to improve the world 

• Be up to the date with the technologies developed for the Internet.

• You learn diverse set of skills.

Why to participate in the IETF?



1. Find a working group that interest you

• Read the charter

• Read the available documents

https://datatracker.ietf.org/wg/

2. Join to the Mailing List of interest 

• Send comments to the mailing list

• Send reviews of the documents of interest.

3. Join to the “Guide Program for newcomers”

https://www.ietf.org/about/participate/guides/

More information: https://www.ietf.org/about/participate/

How to participate in the IETF?

https://www.ietf.org/standards/ids/

https://tools.ietf.org/html/rfc7322

https://tools.ietf.org/html/rfc7221

How to write Internet Draft?
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https://www.ietf.org/about/participate/guides/
https://www.ietf.org/standards/ids/
https://tools.ietf.org/html/rfc7322
https://tools.ietf.org/html/rfc7221


Takeaways

The IETF is Open to any interested individual ☺

The IETF develops Internet Standards to make the Internet works better. 

One of the scenarios of IETF are the Internet of Things (IoT) protocols. 

The work in the IETF is performed mainly through Mailing Lists. 

In the IETF you are up to the date with the technologies that are 

developed for the Internet.
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Appendix
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IoT Directorate

https://datatracker.ietf.org/rg/rgname/about/

https://datatracker.ietf.org/wg/wgname/about/

Working Group Areas

https://datatracker.ietf.org/group/iotdir/about/

IRTF
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6Lo

Internet Area

IPv6 over Networks of 
Resource-constrained 
Nodes

IPv6

Connectivity over 
constrained networks

6Tisch

LWIG

LPWAN ipwave

Connectivty in TSCH mode of 
IEEE 802.15.4e 

IPv6 over the TSCH mode of 
IEEE 802.15.4e 

Connectivity in
Low-Power Wide-Area 
Networks

IPv6 over Low Power 
Wide-Area Networks

To establish direct and secure
connectivity between vehicles

IP Wireless Access in 
Vehicular Environments

Collect experiences from implementors

Light-Weight Implementation Guidance
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IoT Directorate

https://datatracker.ietf.org/rg/rgname/about/

https://datatracker.ietf.org/wg/wgname/about/

Working Group Areas

https://datatracker.ietf.org/group/iotdir/about/

IRTF
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ROLL RAW

Routing Area

DetNet

Reliable and Available Wireless Routing Over Low power and 
Lossy networks 

Deterministic Networking 

IPv6

Routing in constrained
networks

High reliabile and available
connectivity over wireless

Deterministic data paths

Transport Area

DTN

Data communications in the presence of long delays and/or intermittent connectivity

Delay/Disruption Tolerant Networking 
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IoT Directorate

https://datatracker.ietf.org/rg/rgname/about/

https://datatracker.ietf.org/wg/wgname/about/

Working Group Areas

https://datatracker.ietf.org/group/iotdir/about/

IRTF
IoTOps

Anima
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ASDFCBORCoRE

Application Area

Constrained RESTful
Environments

Concise Binary Object Representation
Maintenance and Extensions 

A Semantic Definition Format for Data and 
Interactions of Things 

Manipulate resources in 
constrained networks

Binary data format for data 
interchange

Thing interaction and data modeling

IoT Operations
Autonomic Networking Integrated 
Model and Approach

Operational issues in IoT Automated network management

Operations and Management Area

IoTOps
Anima
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IoT Directorate

https://datatracker.ietf.org/rg/rgname/about/

https://datatracker.ietf.org/wg/wgname/about/

Working Group Areas

https://datatracker.ietf.org/group/iotdir/about/

IRTF
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ACE COSE LAKE

SUIT TEEP

Security Area

RATS

CBOR Object Signing and Encryption Lightweight Authenticated Key 
Exchange 

Authentication and Authorization 
for Constrained Environments 

Remote ATtestation ProcedureS Trusted Execution Environment 
Provisioning

Software Updates for Internet of 
Things 

Authentication and 
Authorization in IoT

Security mechanisms for binary 
data format

Key Exchange in Object Security for 
RESTful Environments 

Way to specify evidence to assess
thrustworthiness

Firmware Update in IoT
Provide Trusted Executed 
Environments for lifecycle 
device management

PidLoc Secure End to End Privacy in Identifier-Locator split (PidLoc) approachesMailing List no WG
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IoT Directorate

https://datatracker.ietf.org/rg/rgname/about/

https://datatracker.ietf.org/wg/wgname/about/

Working Group Areas

https://datatracker.ietf.org/group/iotdir/about/

IRTF

6Lo

ASDFCBORCoRE ipwave
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T2TRGCOIN

IRTF

Thing-to-Thing Research Group Computing in the Network Research Group 

In-network compute at the Edge Open Research Issues in IoT


